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Possible solutions?

By QB¢
B

Identify Al-generated Text

Draw Design Layout References flailings > Y/ Tell me

ﬂ v J\ 3 v = Paragraph Spacing v ‘ ]
Colcurs Fonts (7)) sot a< Default Watermark Page

Colour

Simul knows that when you are making changes tc an existing dccument you want it
saved as a new file, and probably don’t want to have to remember to press “save as'’
before you start editing and then ‘save’ every 30 minutes. So, Simul will automatically
create a new version every time an edit is name to an existing document, saves as you
go, word by word and gives you access to your documents anywhere, anytime.

You can access your documents offline on Simul, make changes and re-format knowing
that the moment your computer or devise is back online Simul will update the file for
the rest if your team to see and save it in line with the version history.

If two team members happen to be working on the same document, offline, at the same
time Simul has your back here too.

Each team members file will be saved as a new version, uploaded when they are back
online, and an alert is sent to the document owner that there are two new versions

available to their review.

The document owner can then review the documents and merge them together at the
click of a button.

Simul allows you to collaborate from anywhere, anytime without worrying about saving
your work or accidently overriding a colleagues file.

Its collzaboration made easy and Simul knows you needed it.

So, give it a try, you'll never search for a lost document again with Simul on your side.
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With Text Modifications?

Original Text X I

We propose a pipeline to inject multi-bit text
watermark. We encode the watermark by
paraphrasing a piece of text using special
paraphrasers. Then the watermark can be
detected by our trained decoder.

>

~J

X~ E.g. Paraphrased Text

We propose a method for multi-bit text
watermark injection. The watermark is encoded
into a piece of text with special paraphrasers.
We then detect the watermark using our trained
decoder.
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x! # %' but the same meaning h(x') = h(x!)

h: 7" = [K]: maps x' to a finite latent space [K], e.g., a semantic mapping
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Text modification: x° can be modified as any text within %’h(xT)

h-robust Type-l and Type-Il errors:

FAG. Qur Por. h) 1= Eg s, [ sUPsrez,oon 1r(.¢) = 1)

MD(]/, PXT,Z:T’ h) .

_PXT’CT [Sup)'ZTeggh(XT) I{Y(J’ZTa CT) — O}]
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Watermarking Robust Against Text Modifications

---------------------------------------------
&

] Optimization problem:

- min  MD(y, Py 1, h)

s.t. sup FA(y, Oyr, Per, h) < aé
QXT :

e
---------------------------------------------
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Want to embed more watermark message?

e.g. LLM ID, User ID, Content Summary...



Distributional Information Embedding with Side
Information — —Multi-bit Watermarking

Distribution | Oy

M = “LL M-generated”

Watermark Message

A4

Encoder f
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Distributional Information Embedding with Side
Information — —Multi-bit Watermarking

1) R

Distribution | Oy

M PXT,CTlM XT, CT M
—» Encoder f [—» Sampler —————» Decoder y >
Watermark Message Estimate of Message
Drawn froml{l,...,m} y - 7T« 7T _, 0 : m]
Multi-bit M = 0: unwatermarked
(m, T) watermarking scheme M € [m] : watermarked with message M
log m

with information rate R = =
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Secrecy of Embedded Message

Assumption 1

The encoder f must ensure that both X I"and C I are statistically
independent of message M.
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Secrecy of Embedded Message

Assumption 1

The encoder f must ensure that both X I"and C I are statistically
independent of message M.

Message M cannot be inferred simply from X' or £*

Must exploit the joint structure

IM; X1, ¢h) = 1(M; x| ¢ = (M ¢T | xT
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Multi-bit Watermarked Text Quality



Multi-bit Watermarked Text Quality

watermarked text distribution
with embedded message M

Pyriy = Oxr
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Multi-bit Watermarked Text Quality

watermarked text distribution

with embedded message M original text distribution

Pyry = Pxr Vs Cx

Good text quality D(Pyr, Oyr) < d (D can be any distortion metric)

v

(Distortion Level)
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Mathematlcal Modellng

Watermark Detection =— (m + 1)-ary Hypothesis Testing:

H, : X" is human written, i.e., (X7, ¢! ~ P = Oxr @ Pr

H Vi e |m]: X'is LLM generated with embedded message J,
: T »T A

l.e., (X - 5 ) ~ | i PxT,CT‘MZJ
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H;,Vje[m]: X" is LLM generated with embedded message j,

. A
l.e., (XT, C T) ~ | i Watermarking scheme

o A

Performance metric: false-alarm and j-th error probability

FA(y, Qxr, Prr) = Po(r(X[, {}) # 0)
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Mathematlcal Modellng

|_|_M Mu|t| b|t Watermark Detectmn S

Watermark Detection =— (m + 1)-ary Hypothesis Testing:

H, : X"'is human written, i.e., X!, ~ P, £ x7| Q| Lt
H;,Vje[m]: X" is LLM generated with embedded message j,

. A
l.e., (XT, C T) ~ | i Watermarking scheme

N J

Performance metric: false-alarm and j-th error probability

FA(y, Oy, P;T) = o(}’(XT, CIT) #* ()
MD(y, Pxr eriy=p) = Pi(r(X{, ) #))
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Multi-bit Watermarking Design Objective
Three-fold

log m
T
2. Ensure text quality D(Pyr, Qyr) < d

1. Maximize information rate R =

3. Minimize MDJ- while worst-case false alarm sup FA < a, Vj € [m]
QXT
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Asymptotic analysis when 1" — oo for lID processes

Assume X, < Py, ¢, s P, and under H;, (X, ¢,) i Px rim=

Assume uniform prior of message M

Lemma 1 (Maximum Information Rate)

A 1
If the decoding error Pr(M # M) = —

then we have R < sup H(Py).
Py:D(Py,0x)<d
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Asymptotic analysis when 1" — oo for lID processes

Assume X, i Py, ¢, i P, and under H;, (X, ¢,) i Px rim=

Assume uniform prior of message M

Lemma 1 (Maximum Information Rate)

A 1
If the decoding error Pr(M # M) = —

| (X1, 1) stationary |
I ergodic processes |
|__—>entropy rate |

then we have R < sup H(Py).
Py:D(Py,0x)<d
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Inspired by the upper bound of j-th error exponent

E* = max min Dy, (P ||P )
i poD(PLOD<diclom)y o MM XM

28/31



Asymptotically Optimal Multi-bit Watermarking

Goal: vanishing detection error & maximum information rate

Inspired by the upper bound of j-th error exponent

E* = max min D (P HP _.)
I pyD(PLOD<diclom) X’if‘h Xf\M—J

Design idea: make them concentrated at different locations
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Goal: vanishing detection error & maximum information rate

|
f —(logm —loga) £ sup H(Py), we have
I D(Py,0x)<d

(X1,¢) =1 = (X1, ¢) =3
(Example: m=3) SN S

Detector y*

T
Encoder output PX, M

v¥ = 0if (x!, &) are atypical

This ensures: Vj € [m], MD; — 0, FA — 0, and max R — supppy gry<4 H(Px)
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Finite-Length Analysis

-----------------------------------------------------
&

Optimization problem:

min  MD{y, Pyr 1))

L Vs Pyt Ty

st.  sup MD(y, Pyrop) Sa, Vi)

Pyt Tiy=i

sup FA(y, Oxr, 1) < @

D s
-----------------------------------------------------
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4 Lower bound on MDJ-:
Optimization problem:

min MDJ-( : )
’ where
st sup MDyy, )<a, Vi#j pHaT) =) | —a),
PXT,§T|M=i A

sup FA(y, Oxr, 1) L @
QXT

D( ’ QXT) <€
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4 Lower bound on MDJ-:
Optimization problem:

min MDJ-( : )
’ where
st sup MDy, )<a, Vi#jl pra,T)= ) —a),
PXT,gT|M=i o
sup FA(y, Oxr, 1) L o *
QXT
m< 1/p*a,T)

D( ’ QXT) <€

There are m problems In total. Achievability: future work
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Distribution | Oy

Watermark Message

Drawn from
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Side information
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Encoder f
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-

Sampler
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Decoder y
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Summary

Distribution | Oy~

X

M Pxrenm X0 M
—— | Encoder f | Sampler [ Decoder y —————
Watermark Message Estimate of Message

Drawn froml{ l,...,m}

Thank you! ©
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