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We must distinguish AI-generated data 
from authentic, naturally occurring data!

http://netskope.com
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Jointly Optimal Detector and Watermarking Scheme
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DAWA: Distribution-Adaptive Watermarking Algorithm 
( , distortion-free)ϵ = 0

Large Language Model

Distribution of !!
!("): ‘composer’
!($): ‘musician’
!(%): ‘Vienna’
!(&): ‘and’

Auxiliary: !!!|#"!#"
"(")
"($)
"(%)
"(&)
#$  

If "! = "$
“musician”

Surrogate Language Model

Distribution of !!
!("):	‘period’
!($)	:	‘phase’
!(%):	‘time’
!(&):	‘and’

Auxiliary: !!!|#"!#"
"(")
"($)
"(%)
"(&)
56 

Watermark Generation

Watermark Detection

!(")
!($)
!(%)
!(&)

“composer” 
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⋯

Wolfgang Amadeus Mozart was 
an influential composer of 
the Classical period.
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Un-watermarked
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If !! ≠ !#, uniquely map $!  to %!

Wolfgang Amadeus Mozart was 
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the Classical period.

Wolfgang Amadeus Mozart was 
an influential composer of 
the Classical period. 2

2 − 4
2 − 5

Wolfgang Amadeus Mozart was
an influential
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From Theory to Practical Algorithm

DAWA (Distribution-Adaptive Watermarking Algorithm)

Fast and 
Accurate

Text quality 
high

Principled Approach —> Better Applications
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With Text Modifications?
Original Text

We propose a pipeline to inject multi-bit text 
watermark. We encode the watermark by 
paraphrasing a piece of text using special 
paraphrasers. Then the watermark can be 
detected by our trained decoder.

E.g. Paraphrased Text

We propose a method for multi-bit text 
watermark injection. The watermark is encoded 
into a piece of text with special paraphrasers. 
We then detect the watermark using our trained 
decoder.

xT x̃T

/3118



With Text Modifications?
Original Text

We propose a pipeline to inject multi-bit text 
watermark. We encode the watermark by 
paraphrasing a piece of text using special 
paraphrasers. Then the watermark can be 
detected by our trained decoder.

E.g. Paraphrased Text

We propose a method for multi-bit text 
watermark injection. The watermark is encoded 
into a piece of text with special paraphrasers. 
We then detect the watermark using our trained 
decoder.

xT x̃T

  but the same meaning  xT ≠ x̃T h(xT) = h(x̃T)

/3118



With Text Modifications?

• : maps  to a finite latent space , e.g., a semantic mappingh : 𝒱T → [K] xT [K]

Original Text

We propose a pipeline to inject multi-bit text 
watermark. We encode the watermark by 
paraphrasing a piece of text using special 
paraphrasers. Then the watermark can be 
detected by our trained decoder.

E.g. Paraphrased Text

We propose a method for multi-bit text 
watermark injection. The watermark is encoded 
into a piece of text with special paraphrasers. 
We then detect the watermark using our trained 
decoder.

xT x̃T

  but the same meaning  xT ≠ x̃T h(xT) = h(x̃T)

/3118



With Text Modifications?
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Performance Metric with Text Modifications
• Text modification:  can be modified as any text within xT ℬh(xT)

• -robust Type-I and Type-II errors:h

FA(γ, QXT, PζT, h) := 𝔼QXT⊗PζT [supx̃T∈ℬh(XT) 1{γ(x̃T, ζT) = 1}]
MD(γ, PXT,ζT, h) := 𝔼PXT,ζT [supx̃T∈ℬh(XT) 1{γ(x̃T, ζT) = 0}]
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Watermarking Robust Against Text Modifications

min
γ, PXT,ζT

MD(γ, PXT,ζT, h)

𝖣(PXT, QXT) ≤ ϵ

s.t.  sup
QXT

FA(γ, QXT, PζT, h) ≤ α

Optimization problem:
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Optimal watermarking scheme:  

add signal  to , e.g., in the semantic spaceζT Ph(XT)

Future work
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Want to embed more watermark message?  

e.g. LLM ID, User ID, Content Summary…
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Distributional Information Embedding with Side 
Information——Multi-bit Watermarking

“LLM-generated”

Watermark Message

M =
Encoder  f

Distribution   QXT

Zero-bit
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M̂


Watermark Message
M

Encoder  f

Distribution   QXT

Multi-bit

Drawn from      {1,…, m} γ : 𝒱T × 𝒵T → [0 : m]

• : unwatermarked

•  : watermarked with message 

M̂ = 0
M̂ ∈ [m] M̂ watermarking scheme 


with information rate 

(m, T)
R =

log m
T
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Secrecy of Embedded Message

The encoder    must ensure that both   and   are statistically 
independent of message .

f XT ζT

M

Assumption 1
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Secrecy of Embedded Message

The encoder    must ensure that both   and   are statistically 
independent of message .

f XT ζT

M

Assumption 1

• Message  cannot be inferred simply from  or M XT ζT

• Must exploit the joint structure

𝖨(M; XT, ζT) = 𝖨(M; XT |ζT) = 𝖨(M; ζT |XT)
/3123
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Multi-bit Watermarked Text Quality

watermarked text distribution

with embedded message 


 
M

PXT|M = PXT
VS

original text distribution

 QXT

Good text quality 𝖣(PXT, QXT) ≤ d (  can be any distortion metric)𝖣

(Distortion Level)
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LLM Multi-bit Watermark Detection

 is human written, i.e.,  
 is LLM generated with embedded message , 

i.e., 

H0 : XT (XT, ζT) ∼ ℙj ≜ QXT ⊗ PζT

Hj, ∀j ∈ [m] : XT j
(XT, ζT) ∼ ℙj ≜ PXT,ζT|M=j

Watermark Detection  -ary Hypothesis Testing: ⟹ (m + 1)

Mathematical Modeling
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LLM Multi-bit Watermark Detection

 is human written, i.e.,  
 is LLM generated with embedded message , 

i.e., 

H0 : XT (XT, ζT) ∼ ℙj ≜ QXT ⊗ PζT

Hj, ∀j ∈ [m] : XT j
(XT, ζT) ∼ ℙj ≜ PXT,ζT|M=j

Watermark Detection  -ary Hypothesis Testing: ⟹ (m + 1)

Performance metric:  false-alarm and -th error probabilityj

Watermarking scheme

Human/unwatermarked LLM

Mathematical Modeling

MDj(γ, PXT,ζT|M=j) = ℙj(γ(XT
1 , ζT

1 ) ≠ j)

FA(γ, QXT, PζT) = ℙ0(γ(XT
1 , ζT

1 ) ≠ 0)
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Multi-bit Watermarking Design Objective
Three-fold

1. Maximize information rate 


2. Ensure text quality 


3. Minimize  while worst-case false alarm 

R =
log m

T
𝖣(PXT, QXT) ≤ d

MDj sup
QXT

FA ≤ α, ∀j ∈ [m]
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• Asymptotic analysis when  for IID processes T → ∞

• Assume , , and under , Xt
iid∼ PX ζt

iid∼ Pζ Hj (Xt, ζt)
iid∼ PX,ζ|M=j

• Assume uniform prior of message M

If the decoding error  as ,  

then we have .

Pr(M̂ ≠ M) =
1
m

m

∑
j=1

MDj → 0 T → ∞

R ≤ sup
PX:𝖣(PT

X,QT
X)≤d

𝖧(PX)

Lemma 1 (Maximum Information Rate)
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Maximum Information Rate

• Asymptotic analysis when  for IID processes T → ∞

• Assume , , and under , Xt
iid∼ PX ζt

iid∼ Pζ Hj (Xt, ζt)
iid∼ PX,ζ|M=j

• Assume uniform prior of message M

If the decoding error  as ,  

then we have .

Pr(M̂ ≠ M) =
1
m

m

∑
j=1

MDj → 0 T → ∞

R ≤ sup
PX:𝖣(PT

X,QT
X)≤d

𝖧(PX)

Lemma 1 (Maximum Information Rate)

 stationary 
ergodic processes 
—> entropy rate

(XT, ζT)
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Asymptotically Optimal Multi-bit Watermarking

• Goal: vanishing detection error & maximum information rate

• Inspired by the upper bound of -th error exponent j
E*j = max

PX:𝖣(PT
X,QT

X)≤d
min

i∈[0:m]\j
𝖣KL(PX,ζ|M=i∥PX,ζ|M=j)
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• Goal: vanishing detection error & maximum information rate

• Inspired by the upper bound of -th error exponent j
E*j = max

PX:𝖣(PT
X,QT

X)≤d
min

i∈[0:m]\j
𝖣KL(PX,ζ|M=i∥PX,ζ|M=j)

Design idea: make them concentrated at different locations
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Asymptotically Optimal Multi-bit Watermarking
• Goal: vanishing detection error & maximum information rate

If , we have
1
T

(log m − log α) ≤ sup
𝖣(PT

X,QT
X )≤d

𝖧(PX)
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Asymptotically Optimal Multi-bit Watermarking
• Goal: vanishing detection error & maximum information rate

(Example: m=3)

Detector 

Encoder output 

γ*
P*T

X,ζ|M

P*X = arg max
PX:𝖣(PT

X,QT
X)≤d

𝖧(PX)

: P*ζ 𝖧(P*ζ ) = 𝖧(P*X )
Typical set  if  are atypicalγ* = 0 (xT, ζT)

If , we have
1
T

(log m − log α) ≤ sup
𝖣(PT

X,QT
X )≤d

𝖧(PX)

This ensures: , and max ∀j ∈ [m], MDj → 0, FA → 0 R → sup𝖣(PT
X,QT

X)≤d 𝖧(PX)
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Finite-Length Analysis

s.t.  sup
PXT,ζT|M=i

MDi(γ, PXT,ζT|M=i) ≤ α, ∀i ≠ j

min
γ, PXT,ζT|M=j

MDj(γ, PXT,ζT|M=j)

𝖣(PXT, QXT) ≤ ϵ

Optimization problem:

sup
QXT

FA(γ, QXT, PζT) ≤ α
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where 

MDj

MDj ≥ mβ*(α, T),

β*(α, T) = ∑xT (P*XT(xT)−α)+

m ≤ 1/β*(α, T)
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Finite-Length Analysis

s.t.  sup
PXT,ζT|M=i

MDi(γ, PXT,ζT|M=i) ≤ α, ∀i ≠ j

min
γ, PXT,ζT|M=j

MDj(γ, PXT,ζT|M=j)

𝖣(PXT, QXT) ≤ ϵ

Optimization problem:

There are  problems in total.m

sup
QXT

FA(γ, QXT, PζT) ≤ α

Lower bound on : 

 

where 

MDj

MDj ≥ mβ*(α, T),

β*(α, T) = ∑xT (P*XT(xT)−α)+

m ≤ 1/β*(α, T)

Achievability: future work
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Summary

Side information

PXT,ζT|M
Sampler

XT, ζT

Decoder  γ



Estimate of Message
M̂


Watermark Message
M

Encoder  f

Distribution   QXT

Multi-bit

Drawn from      {1,…, m}
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Side information

PXT,ζT|M
Sampler

XT, ζT

Decoder  γ



Estimate of Message
M̂


Watermark Message
M

Encoder  f

Distribution   QXT

Multi-bit

Drawn from      {1,…, m}

Thank you! ☺
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